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Executive Summary

Suffice it to say, the year 2020—the year of the COVID-19 pandemic—defies description. Indeed, the publisher of
Oxford Languages “Word of the Year” declined to select a single word, as “it became quickly apparent that 2020 is

not a year that could neatly be accommodated” in just one word.' The data do not quite do justice to 2020 either. At
the time of writing, there have been over 61 million COVID-19 cases and over 1.4 million deaths worldwide.” The fact
that the world economy is expected to contract by 4.4 percent,® that most countries around the globe are on the brink
of recession,” or that global consumer confidence is 5 points lower than its historic average® does not seem to fully
capture the disruption and distress wrought by the pandemic this year. Beneath these statistics are individual lives lost,
families displaced, and livelihoods reinvented. As we cautiously look around the corner toward 2021 and beyond, the

path to recovery will be “long, uneven and uncertain.”®

Amidst all of the turmoil of 2020 triggered by the SARS-CoV-2 coronavirus, one trend did emerge clearly: digitalization
helped people work, learn, shop, and socialize safely during a pandemic and hold on to some semblance of normalcy.
In April, an estimated 1.2 billion children were affected by school closures,” with learning mostly moving online—for
those who had access. The global e-commerce market is expected to grow by nearly one-third from 2019 to 2020.°
Social events such as weddings, birthdays, and holidays quickly shifted online; the widely used video conferencing
application, Zoom, at this writing, has a market capitalization of $129 billion, making it worth more than IBM.”
Ninety-three percent of respondents in a global survey of executives reported an increase in remote working and/or
collaboration, with over half of those saying they believe that the shift to remote work will stick.”” At the same time,
the pandemic exacerbated existing inequalities,"'” leading many participants in the global economy to question how
business and policymakers might work together to “build back better.””® Even as several promising vaccines are on
the horizon, and as we collectively navigate a path out of the pandemic and the worldwide “pause” that it gave rise
to, we hope this work provides decision-makers with the tools to recognize the role of digital technologies during this
pause. We also hope that this study of the evolution and state of trust in digitalization can help us harness these very

technologies to ensure a more inclusive and resilient future.

It is in this context that The Fletcher School at Tufts University, in partnership with Mastercard, present the Digital
Intelligence Index. The current index encompasses the third edition of the Digital Evolution scorecard, following up on

our earlier editions in 2017'“ and 2014, and the second edition of our Digital Trust scorecard.

The Digital Intelligence Index is a data-driven holistic evaluation of the progress of the digital economy across 90
economies, combining more than 358 indicators in two scorecards: Digital Evolution and Digital Trust. Digital Evolution
contains four key drivers: Supply Conditions, Demand Conditions, Institutional Environment, and Innovation and
Change. The resulting framework captures both the state and rate of digital evolution and identifies implications for

investment, innovation, and policy priorities.

The Digital Trust scorecard covers a smaller group of 42 economies and contains four key drivers: Environment,

Experience, Behavior, and Attitudes. These measures consider the trustworthiness of the digital ecosystem in each

economy, the level and types of friction in digital experiences, the depth of engagement among internet users, and the
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level of trust in the digital ecosystem expressed by citizens. Given the rise in misinformation'® fueled by the pandemic,
politics and other societal factors; the accelerating reliance on online technologies and on large technology companies;
the waning faith in institutions;"” and the alarming increase in cyberattacks,'® the subject of digital trust—how to

foster it, how to harness it, and how to think about its presence in a future where decisions are guided by artificial

intelligence—is of prime importance.

The Digital Evolution framework segments 90 economies into four zones: Stand Outs, Stall Outs, Break Outs, and
Watch Outs. Within the Stand Out segment, three economies are particularly notable for maintaining a high absolute
score and fast digital momentum. These “super-Stand Outs” include the South Korea, Singapore, and Hong Kong."”
These economies, along with other small nations, islands, and entrepdts such as New Zealand, Estonia, Taiwan, and the
United Arab Emirates, are consistently top performers in our Index and have demonstrated nimbleness, adaptability

to change, and institution-led support for innovation. Remarkably, for an economy of its size and complexity, the US

scores second after Singapore in digital evolution.

China’® is a noteworthy outlier for a very different reason. It is moving faster in digital evolution than all other
economies, especially because of its growth in both demand and innovation. In addition to China, other large,
populous developing economies including Indonesia and India, Brazil and Nigeria continue to attract investor
interest despite institutional and infrastructural gaps, but their digital journeys are quite different: while Indonesia
and India experienced high momentum, Brazil and Nigeria experienced slow momentum. This suggests that the role
of digitalization in the emergence of these highly significant countries is going to be quite different, and each has

opportunities for a lot of catching up in the years ahead.

The nimble entrep6ts, digitally advanced developed economies, and high digital momentum populous economies
are not the only bright spots on the digital planet. Midsized nations such as Kenya, Vietnam, Bangladesh, Rwanda,
and Argentina have been using digital technologies, with potential to leapfrog and transform their economies. These
leapfrogs make for ideal role models and benchmarks for those in the Watch Out zone on how to use the digital

economy as a lever for change.

This edition of Digital Evolution and Digital Trust is accompanied by an interactive website facilitating analyses and

comparisons across economies and various parameters. They are part of a “platform” of essential measures: Digital
Intelligence Index. A study of readiness for emerging technologies, such as artificial intelligence—also a part of this
platform—is forthcoming. The index offers data, insights, and international comparisons to guide decision-makers to
chart a path out of the challenges of 2020 and toward a data-enabled, artificial intelligence-augmented, and inclusive

digital future.
The map below captures how digitalization or digital evolution varies in economies across the globe.

We assess the “competitiveness” of a country’s digital economy as a function of two factors: its current state of
digitalization and its pace of digitalization over time, as measured by the growth rate of its digitalization score over a
twelve-year period (2008-2019). We arrayed countries' latest year (2019) score (state of digitalization) on the vertical

axis against the growth rate over a twelve-year period (pace of digitalization) on the horizontal axis to create the

Digital Evolution Chart (Figure 1): an atlas for the digital planet. This chart helps to classify economies into four distinct
trajectory zones: Stand Out, Stall Out, Break Out, Watch Out.
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Figure 1
Digital Evolution: State & Momentum
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Digital Intelligence Index is a collaborative research initiative of The Fletcher School at Tufts University and Mastercard.

By overlaying our Digital Trust scorecard measures on the Digital Evolution chart, we are able to recognize several

important patterns across the segments (Figures 2-5).
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Figure 2
Digital Trust: Environment
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Figure 3
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Figure 4
Digital Trust: Behavior
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Figure 5
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Stand Out economies are highly digitally advanced and exhibit high momentum. They are leaders in driving
innovation, building on their existing advantages in efficient and effective ways. Their populations exhibit particularly
engaged online behavior, and their digital systems provide the most seamless online experience. However, sustaining
consistently high momentum over time is challenging, as innovation-led expansions are often lumpy phenomena. To
stay ahead, these economies need to keep their innovation engines in top gear and generate new demand or run the
risk of stalling out. Moreover, users in Stand Out economies are observed to hold more skeptical attitudes towards

technology, digitalization, and the future.

Stall Out economies enjoy a high state of digital advancement while exhibiting relatively slower momentum. Moving
past these “digital plateaus” will require a conscious effort by these economies to reinvent themselves, bet on a rising
digital technology in which they have leadership, and eliminate impediments to innovation. To keep from falling behind,
Stall Out economies may look to Stand Out economies for lessons in sustaining innovation-led growth. Unlike their
Stand Out peers, however, users in Stall Outs hold more optimistic attitudes towards technology and digitalization

writ large and experience greater rates of digital inclusion. Evidence suggests these economies may be trading off
accelerated growth to introduce regulations and policies to sustain greater social equity, data protections, and trusting

attitudes.

Break Out economies are lower scoring in their present states of digitalization but are evolving rapidly. The strong
momentum of Break Out economies and their significant headroom for growth would make them highly attractive to
innovators and investors. Break Out economies exhibit some of the most optimistic attitudes towards digitalization
and technology. Held back often by relatively weak infrastructure and poor institutional quality, Break Out economies
would do well to foster better institutions that can help nurture and sustain innovation and invest in improving the
quality and depth of access. Break Out economies have the potential to become the Stand Out economies of the future

with economies such as China, India, Indonesia, Saudi Arabia, Kenya, and Russia leading the pack.

Watch Out economies face significant challenges with their relatively lower state of digitalization and lower
momentum. With digital weakness on most fronts, Watch Out economies hold the most skeptical attitudes toward
digitalization and technology. Still, some of these economies demonstrate creativity in the face of severe infrastructural
gaps, institutional constraints, and low sophistication of consumer demand. The surest way for these economies to
improve on momentum would be to improve access to the internet for their masses by going beyond merely closing
the mobile internet gap?’—that is, the difference between the number of mobile phones and the number of mobile
phones with internet access—into laying down terrestrial broadband infrastructure and bringing more of their citizens
into the digital present. Moreover, for the Watch Out economies that demonstrate engaged online behaviors, the

key may be in determining how to channel this incipient digital consumption activity into digitally enabled economic

growth and gainful employment.

This was the global digital economy that the world inherited as it went on a pause for the pandemic. The experience

during the period when much of the world went into lockdown in response to COVID-19 created the purest test of the
internet. The exhibit below maps digital evolution with social distancing behaviors, captured by the change in mobility
in transit, workplace and residential settings, and the economic impact, captured in terms of change in GDP growth in

the second quarter of 2020 relative to 2019 (with some countries excluded from this analysis for data comparability

reasons) (Figure 6).




Digital Intelligence Index Executive Summary 12

Figure 6
Digital Evolution and Economic Resilience
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An analysis of this global digital economy vyields 6 key
takeaways:

. In the time of a pandemic, digital evolution is an essential contributor to economic resilience, even while it is
not a panacea for the negative economic impact of social distancing universally. Whereas a high state of digital
evolution was certainly a help for most economies, its potential to cushion the blow was dependent on the

makeup of the economy.

*  “More data privacy protections and less data protectionism” is the mantra for the highly digitally evolved
economies. Open data flow policies that lower the barriers for digital business activity combined with a strong
privacy protections and security environment encourage greater digital activity and further data generation. These

are key to building competitive and innovative digital economies.

*  Mobile internet access is necessary but not sufficient for the economies with potential for further digital evolution.
Economies in the “Digital South,” i.e., those in the Break Out and Watch Out zones that have not realized the
highest levels of digital evolution, would do well to focus on improving access, affordability, and quality of mobile
internet and not lose sight of the need to invest in more even access to broadband connectivity and better devices

to unlock the full potential of digitalization driven economic growth.

*  Economies at all levels of digital evolution must invest in empowering consumers with the necessary “digital
hygiene” and literacy skills to combat misinformation and cybersecurity threats. Public-private partnerships
focusing on both supply-side and demand-side solutions will strengthen trust in and the resilience of the broader

digital ecosystem.

*  The more digitally evolved economies must consider a tradeoff between maintaining high levels of momentum—
i.e., being at the cutting edge of innovation-driven growth—and investing in strong institutions to foster inclusive
and trustworthy digital economies. Policymakers must strike the right balance between fast growth and a strong,

sustainable trust environment.

*  Aselect few digital entrep6ts are linchpins for global and regional digital advancement through establishing a self-

reinforcing ecosystem, attracting global investments and talent. They create a demonstration effect for the rest of

the world as to what the future might look like.
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Context

At the time of writing, to say we are living through unprecedented times is an understatement. Large swathes of the
global economy are at a virtual standstill, and billions of people are sheltering in place or re-entering lockdown mode
to protect themselves from the SARS-CoV-2 virus. Economies around the world now depend on citizens practicing safe
social distancing and sustaining some semblance of work and well-being. The digital economy is the glue holding this
“socially distanced economy” together. Consumers the world over are placing an extraordinary amount of trust in the
still evolving digital ecosystem at a time of great fragility even as trust in this digital system is being severely tested.
Case in point, the consequences of the recently concluded national election in the United States of America continue
to unfold at the time of writing given the residual impact of the sheer volume of misinformation and interference??

amplified by digital networks.

While these are challenging times, from the perspective of technology, these are also the “it could have been a whole
lot worse” of times, compared to any other era of human history. At least we have a state of digital evolution that
enables such social distancing. We are experiencing the purest test of the internet imaginable even as we endure the
unimaginable—and are quickly discovering how able the internet and its applications are to recreate a facsimile of life
as usual, as well as their limitations. This forced dependence on digital systems will, no doubt, accelerate the process
of evolution and have a profound impact on the state of trust in all things digital. An additional essential lesson this
pandemic has taught economies around the world is that the reach and resilience of digital infrastructure and quality of

digital inclusion may not be an option anymore but an obligation that nations owe to their citizens.

Over the years since we first started tracing the digital evolution of economies around the world, we have observed the
narrowing of supply—e.g., digital infrastructure—gaps between economies and burgeoning growth in digital adoption
at an aggregate level, even though many intra-market gaps persist. Across many parts of the world, the pandemic

has accelerated the digital transformation of the ways we buy, sell, dwell, socialize, work, play, and pay, hastening our
transition from a physical past to a digital present. While the digital present is surely upon us, participation in all things
digital is far from even or equitable. The pandemic has exposed the many gaps not only in developing economies,

such as India, where school lessons are being distributed over WhatsApp and not all households have access to a
smartphone,” but in advanced economies, such as the United States, where schoolchildren have to huddle outside a

Taco Bell to access Wi-Fi** to finish their homework.

While closing supply gaps and continuing to invest in next-generation bandwidth capabilities such as 5G and
associated applications, along with a secure digital environment, still remain a vital aspect of realizing the digital
present, the determinants of digital competitiveness are shifting. We are witnessing an evolution from mere existence
of access as a key driver to more nuanced demand-side aspects such as quality of access, sophistication and digital
literacy of users, and trust in the digital system. Consequently, economies that nurture positive attitudes and engaged
behaviors among their users by providing a secure environment and frictionless experiences are poised to remain

digitally active. More active digital ecosystems generate more data, which, in turn, is the lifeblood of the competitive

digital economies of the future.
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In a time of waning trust in institutions around the globe,” it is incumbent on decision-makers in business and
government and technologists to do their utmost to uphold users' trust in the digital system. The journey ahead from
the digital present to a data-enabled, “artificial intelligence-augmented,” and more inclusive digital future will depend

on the strength of the bridge of digital trust that connects the two.

We introduce the Digital Intelligence Index, a research platform, at this extraordinary juncture in human history to
provide evidence-driven, actionable insights on how to enhance digital competitiveness; nurture trust in the digital
economy; and foster responsible use of data, Al, and other advanced technologies for enhanced productivity and the
greater good. The Digital Intelligence Index can also guide decision making by technologists, innovators, investors,
policymakers, and business leaders on this journey from a digital present towards a data enriched inclusive artificial

intelligence-augmented future.

The questions that guide our work in this edition of the Digital Intelligence report include:

* How did the state of digital evolution have an impact on the ability to maintain social distancing and provide a

cushion to the economic blow during the COVID-19 pandemic?

*  What are the emerging patterns of digital evolution around the world, and how have they changed since the last

time we studied them?

*  How are the determinants of digital competitiveness evolving, and which economies are the most digitally

competitive?

*  What is the state of digital trust around the world, and how are the drivers of digital trust impacting

competitiveness?

*  What is the relationship between the digital trust environment and digital advancement?
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The Digital Intelligence
Index Platform: An Overview

The Digital Intelligence Index platform is built to encompass several scorecards measuring various aspects of the
global digital economy. As the foundational measure, the Digital Evolution scorecard tracks the state and historical
momentum of 90 economies—comprising 95% of the world's online population—over twelve years (2008-2019),
to provide business and policy guidance for digital growth. This third edition of Digital Evolution builds on our prior
editions (2014 and 2017) to represent a data-driven evaluation of the progression of the global digital economy,
combining 160 unique indicators across four key drivers: Supply Conditions, Demand Conditions, Institutional
Environment, and Innovation and Change. The resulting framework captures both the state and rate (momentum) of
digital evolution and identifies implications for investment-, innovation-, institutions-, inclusion-, and infrastructure-

related business and policy priorities.

The Digital Trust scorecard represents the bridge to “what’s next,” comparing national outlooks and behaviors around
emerging technologies and evaluating the performance of the givers and guarantors of trust across 42 economies.

This second edition of Digital Trust builds on our prior edition (2017) to examine the trustworthiness of the digital
environment for each economy, the trustworthiness of the experience that users have, attitudes towards key
institutions and organizations, and user behavior when interacting with the digital world and what it reveals about
their trust in the digital system. The subject of Digital Trust is of emerging importance to participants and stakeholders
in the digital economy, given growing concerns on many fronts: the security of essential information, cyberattacks,
consumers' apprehensions about digital systems and their reliability, concerns about data privacy and the spread of
misinformation, worries about the power of digital businesses and their growing dominance, and the outsized influence

of founders and leaders of digital enterprises.

The Digital Evolution scorecard segments the 90 economies in our study into Stand Outs, Stall Outs, Break Outs and
Watch Outs. Five economies are particularly notable even within the Stand Out zone: Singapore, Taiwan,”® Estonia,
South Korea, and the UAE. Each has a unique policy-led digital strategy and approaches that are worthy of emulation.
Singapore, the United States, Hong Kong,”” Switzerland, and the Nordics top the Digital Evolution rankings. As in the
two previous editions of Digital Evolution, China® remains the fastest-moving economy in terms of the pace of change
in its digital evolution—i.e., digital momentum. Our two previous digital evolution studies generated policy, executive,
and investor interest worldwide. This edition offers new insights and directions for decision-makers at a time when the

world is experiencing uncertainty on multiple fronts—public health, geopolitics, and economic outlook—combined with

the certainty of the steady incursion of digital technology into every aspect of human endeavor.
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In this edition of the Digital Intelligence Index, we draw upon a combined total of 358 indicators—in the Digital
Evolution scorecard (90 economies; 160 comparable indicators over 12 years) and Digital Trust scorecard (42
economies; 198 indicators from the latest available year)—from a combination of more than 45 data sources
comprising public databases such as the World Bank and World Economic Forum; subscription services such as GSMA
Intelligence and Euromonitor; and proprietary sources such as Akamai, Blue Triangle, Mastercard, GlobalWeblndex,
and Private Capital Research Institute. The patterns, surprises, and constants this research produced underscore how
nurturing growth of the digital economy is distinct from nurturing business-as-usual and why healthy digital economies
require targeted interventions by policymakers and business builders. The full scores, notable patterns, and a summary

of the implications are discussed below.

Digital Intelligence Index: A Platform of Scorecards

Figure 7
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Figure 8
The focus of this report
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The Drivers of Digital
Evolution

The Digital Evolution scorecard is a data-driven evaluation of the progression of the global digital economy. The central
hypothesis of our Digital Evolution scorecard is that four drivers—Supply Conditions, Demand Conditions, Institutional
Environment, and Innovation and Change—govern the progress of the digital economy (Figure 9). In this edition, we

study the evolution of 90 digital economies, using 160 comparable indicators over a 12-year period (2008-2019).

Figure 9
Digital Evolution Methodology Explained
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Supply Conditions: How developed is the infrastructure to facilitate digital interactions and transactions? This
driver measures the quality and readiness of digital and underlying analog infrastructure to facilitate access, enable

interaction and transactions online, and ensure fulfilment and delivery of physical and digital goods and services.

Demand Conditions: Are consumers willing and able to engage in the digital ecosystem? What is the state of
the human condition online? What is the state of digital inclusion across race, class, and gender? The indicators

underpinning Demand Conditions help address additional questions, such as:
* Do consumers have the means and instruments necessary to plug into the digital economy?
* Do consumers have the willingness and continued interest to remain actively engaged in the Digital Economy?

Institutional Environment: In addition to directly investing in infrastructure and establishing laws and regulations,
government actions and policies play an essential role in either supporting or hindering the business engine that
creates and distributes digital technologies. At the same time, governments are key to determining the climate for
investment and innovation in digital technologies and their applications. By providing a stable environment that
encourages investment and protects consumers, governments create enabling conditions or even the technologies
themselves that foster digitalization. The indicators underpinning the Institutional Environment driver also help address
questions such as: Are governments taking deliberate steps towards advancing and adopting digitalization? Do they

have policies and regulations in place to foster digital ecosystems?

Innovation and Change: Innovation is the key to finding new solutions to global, national, and local challenges.
Innovation and the resulting change push the boundaries of the digital ecosystem and what it can do; it is in equal parts
the most impactful and challenging driver to jumpstart. By breaking down the systems of innovation into inputs such as
availability of talent and capital; processes, such as university and industry collaboration in R&D; and outputs, such as
new digital products and services created, we measure the vitality of innovation in a country and identify opportunities

for improvement. The indicators associated with this driver focus on the core issue of: What is the extent of innovation

taking place in the country’s digital economy?
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Charting Digital Evolution

Figure 10
Capturing the State and Rate of Digitalization
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The Four Zones of Digital Evolution
Starting with a baseline of Digital Evolution, the index overlays a momentum score to provide the most comprehensive
index to date. The index is then segmented into the following categories:

*  Stand Out economies are both highly digitally advanced and exhibit strong momentum. They are leaders in

driving innovation, building on their existing advantages in efficient and effective ways.

= Stall Out economies enjoy a high state of digital adoption despite slowing momentum. They tend to trade off

speed for sustainability and are typically invested in expanding digital inclusion and building robust institutions.

*  Break Out economies, while lower scoring in their current states of digitalization, are evolving rapidly. With such

momentum and significant headroom for growth, they are often highly attractive economies to investors.

*  Watch Out economies face significant challenges with their low state of overall digitalization and low momentum.
But despite severe infrastructure gaps, younger demographics in these economies display enthusiasm for a digital

future with increased use of social media and mobile payments.

Scores and Rankings

The tables in this section list the 90 economies in the order of their Digital Evolution Scores and Digital Momentum

Scores. A higher score represents a higher level of digital advancement.

To analyze and compare economies across a variety of parameters including performance across drivers, please visit

our Digital Intelligence Index interactive site.



https://digitalintelligence.fletcher.tufts.edu/
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Figure 11
Digital Evolution: State

1 Singapore 98.82 46 Romania 54.06
2 United States 89.82 47 Georgia 53.46
3 Hong Kong 88.12 48 Thailand 53.04
4 Finland 87.30 49 Russia 52.78
5 Denmark 8717 50 Turkey 5243
6 Switzerland 86.89 51 Serbia 52.27
7 Netherlands 85.48 52 Costa Rica 52.08
8 Norway 85.34 53 Azerbaijan 51.85
9 Sweden 85.07 54 South Africa 50.79
10 Iceland 84.29 55 Kazakhstan 50.71
n South Korea 83.09 56 Jordan 49.07
12 Ireland 82.32 57 Argentina 48.26
13 United Kingdom 81.48 58 Indonesia 4772
14 Taiwan 80.75 59 Brazil 4719
15 New Zealand 80.46 60 Vietnam 46.79
16 Canada 80.24 61 India 46.57
17 Australia 80.09 62 Ukraine 46.03
18 Germany 79.27 63 Mexico 45.86
19 Japan 7776 64 Philippines 44.29
20 Estonia 76.66 65 Kenya 44.08
21 Austria 75.42 66 Colombia 43.80
22 Israel 75.02 67 Iran 4313
23 Belgium 74.51 68 Sri Lanka 42.83
24 United Arab Emirates 74.44 69 Rwanda 4275
25 France 7299 70 Namibia 42.69
26 Malaysia 69.03 71 Ghana 41.69
27 Czechia 68.68 72 Tunisia 4094
28 Lithuania 68.02 73 Ecuador 40.90
29 Slovenia 67.35 74 Morocco 40.58
30 Spain 66.95 75 Peru 4015
31 Qatar 66.58 76 Lebanon 40.05
32 Portugal 65.75 77 Bosnia & Herzegovina 39.65
33 Latvia 65.06 78 Egypt 39.41
34 Poland 63.58 79 Algeria 34.31
35 Slovakia 63.01 80 Pakistan 34.03
36 Bahrain 63.00 81 Uganda 33.70
37 Saudi Arabia 62.42 82 Tanzania 3334
38 Chile 6213 83 Bangladesh 32.67
39 China 61.89 84 Cambodia 3231
40 Italy 61.27 85 Céte d'lvoire 3216
41 Hungary 5775 86 Laos 3214
42 Bulgaria 5714 87 Bolivia 30.82
43 Croatia 56.60 88 Cameroon 28.01
44 Greece 56.54 89 Nigeria 2775

45 Uruguay 54.29 90 Ethiopia 211
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Figure 12
Digital Evolution: Momentum

1 China 85.51 46 Ireland 4742
2 Azerbaijan 65.28 47 Italy 47.27
3 Indonesia 64.03 48 Turkey 46.93
4 India 62.95 49 Slovenia 45,64
5 Vietnam 62.37 50 Iceland 45.63
6 Iran 62.26 51 Costa Rica 45.63
7 Georgia 60.72 52 Philippines 45.40
8 Coéte d'lvoire 60.10 53 Romania 45.01
9 Qatar 59.27 54 Japan 4496
10 Russia 58.90 55 United Kingdom 44.81
n South Korea 58.59 56 Mexico 44.75
12 Saudi Arabia 58.26 57 Namibia 44.36
13 Poland 57.29 58 Ecuador 44.23
14 Malaysia 57.27 59 New Zealand 44.04
15 Hong Kong 56.91 60 Netherlands 4397
16 United Arab Emirates 56.06 61 Denmark 4378
17 Cameroon 55.45 62 Switzerland 43.44
18 Bulgaria 55.02 63 France 43.37
19 Algeria 54.88 64 Ethiopia 43.26
20 Kazakhstan 54.81 65 South Africa 4252
21 Bahrain 54.65 66 Slovakia 42.29
22 Lithuania 54.21 67 Colombia 4212
23 Bangladesh 54.06 68 Greece 41.39
24 Uruguay 53.83 69 Jordan 41.03
25 Singapore 53.79 70 Spain 40.51
26 Kenya 52.87 71 Bosnia & Herzegovina 40.30
27 Latvia 52.82 72 Laos 40.26
28 Serbia 5116 73 Uganda 40.03
29 Czechia 50.89 74 Norway 39.53
30 Bolivia 50.73 75 Egypt 39.51
31 Tanzania 50.32 76 Brazil 39.19
32 Ghana 49.89 77 Croatia 39.10
33 Cambodia 49,54 78 Tunisia 38.99
34 Israel 49.35 79 Finland 38.55
35 United States 49.34 80 Peru 38.40
36 Argentina 49.26 81 Canada 3812
37 Ukraine 49.21 82 Portugal 38.04
38 Estonia 4897 83 Austria 36.40
39 Chile 48.59 84 Belgium 36.17
40 Taiwan 48.59 85 Sri Lanka 3523
4 Rwanda 48.42 86 Pakistan 34.70
42 Germany 48.28 87 Sweden 33.86
43 Morocco 48.26 88 Australia 3378
44 Thailand 4812 89 Hungary 30.64

45 Lebanon 47.83 90 Nigeria 27.60
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The Drivers of Digital Trust

In the context of the digital economy, we define trust as the leap of faith and the confidence that causes users to
exercise a choice to interact, transact, and consume online. Fundamentally, it determines the quality of the interaction

between those who give trust and those who guarantee to uphold said trust.

To capture some of digital trust’s complexity and the interplay between the givers (users, consumers, citizens) and the
guarantors (businesses and institutions), we studied trust along four key dimensions: Environment and Experience,
provided by the guarantors; and Attitudes and Behavior of the givers. These four elements comprise the major axes

around which digital trust between the givers and guarantors revolve.

In this edition of the Digital Trust scorecard, we study the state of trust across 42 economies—a subset of the 90

economies from our Digital Evolution scorecard—using 198 comparable indicators (Figure 13).

Figure 13
Drivers of Digital Trust

DRIVERS OF DIGITAL TRUST

GUARANTORS —

H 1B % &

| GIVERS |

ATTITUDES

How do users feel
about the digital trust
environment?

Confidence in
Guarantors
Sentiments

BEHAVIOR

How engaged are
users in the digital
environment?

Digital Media
Consumption
Tolerance of Friction
Payment
Sophistication

Use of e-Commerce
and Mobile Payments
Use of Social Media
Use of Technology

ENVIRONMENT

What are the
mechanisms to build
trust in the digital
environment?

Accountability
Privacy
Security

EXPERIENCE

How do users
experience the
digital trust
environment?

Access Friction
Infrastructural Friction
Interaction Friction

Digital Intelligence Index is a collaborative research initiative of The Fletcher School at Tufts University and Mastercard.




Digital Intelligence Index The Drivers of Digital Trust 26

Digital Environment

What are the mechanisms that build trust in the digital environment, and how robust are these mechanisms?

Through evaluating privacy, security, and accountability measures, we estimated the maturity and extent of trust-
building features of the digital environment as provided by the guarantors. These three features—privacy, security, and
accountability—are fundamental trust-building elements that contribute to the digital trust environment. Additionally,

they are elements that businesses and institutions are able to shape in meaningful ways.

Digital User Experience
How do users experience the digital trust environment?

The upholders of the trust environment (businesses and institutions) face a constant tradeoff between providing the
highest level of privacy, security, and accountability and ensuring a seamless, friction-free experience. Some frictions
exist to guarantee safety, security, and privacy and are therefore necessary. However, when overused, these “positive”
frictions can make the user less willing to engage online. In addition, the clearly negative frictions can make users
question the reliability of the service and their willingness to go through with online interactions or transactions. The
ultimate goal ought to be “intelligent friction”: balancing a seamless experience with proper security protections. We

measure three major sources of friction under Experience: infrastructural, access, and interaction.

Attitudes

How do users feel about the digital trust environment?

A different approach to measuring trust is to simply ask consumers. Most of us, in the natural course of day-to-day
life, experience trust as a “gut feeling.” This feeling can be about the people associated with the digital industry, those
associated with science and technology, the value we place on technology as an integral part of life, or the credibility
of the information that comes through to the digital environment and the institutions governing it. These perceptions
and beliefs can span a wide range of questions: How do users say they feel about the digital environment? Do they
trust and find value in their transactions and interactions? Do they trust the leaders of major technology companies?
Do they trust their governments to keep their data secure? Do they trust technology companies to use their data in an

ethical manner?

We compiled the most relevant and credible survey data on questions that help us to gain insight the confidence users

have in guarantors and their sentiments towards a variety of aspects pertaining to technology in their lives.
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Behavior
How engaged are users in the digital system?

One could reasonably make the case that users who are engaging online, particularly those who make transactions
online, can be seen as demonstrating a higher level of trust behavior than those who do not. Moreover, such
engagement behavior does not necessarily correlate with attitudes; one is not a proxy for the other. This is an

important distinction.

We measure behavior by examining engagement across a variety of parameters: consumer use of technology,

social media, e-commerce, and mobile payments. In addition, we look at media consumption patterns, payment
sophistication, and tolerance for friction in the online experience, i.e., how tolerant users are to a given level of friction
in the digital system and whether they persist in completing said transaction. The higher the proportion of users

that complete said transaction in an economy for a given level of friction, we interpret it as behavior that is more
trusting through an application of the principle of “revealed preference”—that is, the users’ preferences with regard to
interacting with the digital system are revealed by their actual actions.”” One could also interpret this as “digital trust-

in-action.”

Scores and Rankings

Our Digital Trust scorecard provides an in-depth look at the most up-to-date indicators measuring four dimensions of

digital trust—Environment, Experience, Behavior, Attitudes—across 42 of the 90 Digital Evolution economies.

Overlaying the drivers of Digital Trust on the Digital Evolution grid (Figure 15) offers insights into the relationship

between the state and rate of digitalization and the state and attributes of trust in any given economy.
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Digital Trust: Environment

Figure 14
Digital Trust: Environment

1 Denmark 73.06 22 France 54.05
2 Switzerland 67.98 23 Taiwan 53.45
3 Sweden 67.65 24 United Arab Emirates 52.45
4 Netherlands 6713 25 Israel 49.07
5 Austria 66.77 26 Romania 47.81
6 Ireland 6515 27 Saudi Arabia 42.45
7 Belgium 65.09 28 Philippines 42.22
8 United Kingdom 65.00 29 South Korea 41.68
9 Germany 64.96 30 South Africa 40.89
10 Canada 62.24 31 Colombia 37.95
1 New Zealand 62.22 32 India 37.02
12 Singapore 61.66 33 Mexico 36.57
13 Portugal 61.50 34 Thailand 34.00
14 Italy 60.40 35 Argentina 33.08
15 Australia 59.22 36 Vietnam 3135
16 Japan 58.67 37 Indonesia 30.81
17 United States 58.41 38 Turkey 30.37
18 Poland 58.31 39 Brazil 29.62
19 Spain 57.82 40 Russia 2852
20 Hong Kong 55.15 A4 China 17.67

21 Malaysia 5414 42 Egypt 16.42
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Figure 15
Digital Trust: Environment
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Digital Intelligence Index is a collaborative research initiative of The Fletcher School at Tufts University and Mastercard.

Environment asks the questions: \What are the mechanisms to build trust in the digital environment? How are
guarantors of trust performing in ensuring a safe and secure online ecosystem? The Environment score includes three
key components: accountability, privacy, and security. A high environment score is correlated with a high Digital
Evolution score—a high score on Institutions. In fact, it appears that a strong environment score is nearly always
necessary to make it to the northern part of the Digital Evolution grid. Stall Out economies with strong environment

scores, such as Switzerland, Denmark, the Netherlands, and Sweden, also have more optimistic attitudes.

Environment has a strong negative correlation with momentum, driven primarily by accountability and privacy factors,
suggesting a tradeoff between high momentum and a strong trust environment. This pattern is most prominent in

issues around privacy.

While privacy and security are frequently considered at odds, our analysis reveals that privacy vs. security is indeed a

false dilemma,*® with a strong correlation between the two. A robust trust environment is a sign of digital maturity and

sustainability.
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Digital Trust: Experience

Figure 16
Digital Trust: Experience

1 United States 7816 22 New Zealand 53.41
2 United Arab Emirates 73.59 23 Austria 51.41
3 Hong Kong 68.71 24 Israel 51.26
4 Singapore 68.68 25 Poland 51.25
5 Switzerland 67.65 26 Spain 50.81
6 Belgium 64.79 27 Thailand 48.22
7 South Korea 64.20 28 Italy 4814
8 China 63.70 29 Ireland 47.84
9 Denmark 61.76 30 Vietnam 42.80
10 Taiwan 61.67 31 Malaysia 42.27
n Japan 60.37 32 India 3777
12 Sweden 59.64 33 Turkey 3543
13 Netherlands 58.50 34 Indonesia 30.96
14 Canada 5717 35 Argentina 30.88
15 Saudi Arabia 56.80 36 South Africa 3042
16 Romania 56.57 37 Brazil 29.37
17 Germany 55.99 38 Egypt 27.20
18 United Kingdom 5588 39 Russia 26.96
19 Australia 5476 40 Colombia 25.57
20 Portugal 54.68 41 Mexico 2257

21 France 54.39 42 Philippines 18.35
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Figure 17

Digital Trust: Experience

Switzerland ‘Dcnmark

St United Kingdom

Netherlands'

United States

° New Zealand Ireland @ Taiwan
2
© Australia 5 i i.Canada . Germany
2] Japan
c Israel
K Belgium o
ot France
E
2 Spain
w
— Portugal
T =
=
o Italy
[a]
Romania
Thailand
[ Turkey
South Africa
. antin
e e Moxice Argentina
5 .
Colombia | Philippines
®Egypt
Experience
8350 ® @xns

Low High

Singapore

Hong Kong

South Korea

United Arab Emirates

Malaysia

Poland

Saudi Arabia

.
Russia

I a
Vot ndonesia

India

Digital Evolution Momentum

The Drivers of Digital Trust

China

BREAK OUT

Digital Intelligence Index is a collaborative research initiative of The Fletcher School at Tufts University and Mastercard.

Experience measures the quality of user experience in the digital trust environment. We study three major sources of

friction under Experience: infrastructural friction, access friction, and interaction friction. These three types of friction,

in that order, represent the increasingly challenging hurdles economies must overcome to move into the Stand Out

zone.

First, infrastructure friction looks at whether the basic infrastructure is in place to allow for access. For instance, what is

4G coverage like in a country? Could a user access it if they had the means? Second, access friction measures cost and

coverage: how affordable is access to the internet, and how many people are actually accessing it? Third, interaction

friction measures the experience once connected: What are broadband and mobile performance like? How smooth is

the experience of purchasing an item online?

While most economies have adequate basic digital infrastructure, a handful of economies toward the bottom of the

grid—Russia, Mexico, Colombia, Philippines, and Egypt—could reduce their infrastructure friction. Access friction

is the measure most correlated with Digital Evolution, with several fast-moving economies such as Indonesia, India,

and Vietnam showing a weakness in access. Interaction friction shows that most of the Stand Out economies—and

China—excel in providing seamless online interaction and transaction experiences.

31
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Figure 17
Digital Trust: Behavior
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Digital Evolution State

Figure 18
Digital Trust: Behavior

Singapore

SwitzeHand o Denmark United States

®Netherlands Hong Kong

Sweden

United Kingdom
A i ([ J irelanc@ Taiwan South Korea
.
Australia , Canada . Germany
Japan
bt Israel
Belgium 2 sracl United Arab Emirates
Spain Malaysia
.
Portugal Poland
oy Saudi Arabia Cchina
Romania
@ mhailand .
Turkdy Russia
South Africa
® . Vietnam Indonesia
rgentina 3
Brazil @ cxico india
Colombia | Philippines BREAK QUT
Egypt
Behavior Digital Evolution Momentum
° 0
Low High
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Behavior asks the question: How do users (givers of trust) react and interact with the digital environment and
experience? We measure behavior through examining consumer use of technology, social media, e-commerce, and
mobile payments. In addition, we look at media consumption patterns, payment sophistication, and tolerance for
friction in the online experience. Through these various metrics, we can determine a level of engagement with the

digitalizing world.

Behavior correlates with momentum, and this pattern is even starker at the northern part of the Digital Evolution grid. It
appears that one thing that sets Stand Out economies apart from Stall Outs is highly engaged behavior. At the bottom
part of the grid, the top four fastest-moving economies—China, Indonesia, India, and Vietnam—all have high levels of

digital engagement.

Several Watch Out economies—Brazil, Colombia, Mexico, and the Philippines—all display highly engaged behavior,

despite their low momentum scores. High levels of engagement are seen through social media and technology use, a

potential bright spot for technologists, policymakers, and business leaders to convert this demand into future growth.
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Figure 19
Digital Trust: Attitudes
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Figure 20
Digital Trust: Attitudes
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The attitudes measure asks the question: How are citizens (givers of trust) feeling about their experiences with
digitalization? We examine survey data around trust in science and technology, concerns over new technologies and
job prospects, sentiments around privacy, and trust in technology companies and leaders. Mapping these attitudes on
the Digital Evolution zones reveals that the Break Out and Stall Out economies tend to have more optimistic attitudes
than their Stand Out and Watch Out peers.

Stall Out economies, which tend to have higher incomes and better institutional environments, have more positive user
attitudes than their Stand Out peers, despite their lack of momentum. The trend is the opposite in the southern part of

the chart, where high momentum accounts for more positive attitudes, despite a lower absolute Digital Evolution score.

Inclusion may provide one explanation. Indeed, there is a mild inverse correlation between momentum and digital
inclusion: the fastest-moving economies also tend to be less inclusive. Two major exceptions are Singapore and Egypt.
Singapore—perhaps due to its small geographic footprint and population size—ranks highest on our measure of
digital inclusion, while maintaining strong momentum. Egypt, on the other hand, has both slow momentum and poor

inclusion.

On the northern part of the chart in particular, there appears to be a tradeoff between momentum and investments
in strong institutions to foster inclusive and trustworthy digital economies, as well as a population that appears to be
satisfied with more inclusion at the risk of losing a little speed. On the southern portion of the chart, economies such

as Vietnam and Indonesia are two examples of fast movers with optimistic attitudes, suggesting surging demand

conditions are fueling a more positive outlook towards technology and the future, despite lower inclusion.
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Integrating Digital
Evolution and Trust

To recap the learnings from an integrative analysis of evolution and trust, consider each of the four key zones:

Stand Out economies are both highly digitally advanced and exhibit high momentum. They are leaders in driving
innovation, building on their existing advantages in efficient and effective ways. Their populations exhibit particularly
engaged online behavior, and their digital systems provide the most seamless online experience. However, sustaining
consistently high momentum over time is challenging, as innovation-led expansions are often lumpy phenomena. To
stay ahead, these economies need to keep their innovation engines in top gear and generate new demand or run the
risk of stalling out. Moreover, Stand Out economies are observed to hold more skeptical attitudes towards technology,

digitalization, and the future.

Stall Out economies enjoy a high state of digital advancement while exhibiting relatively slower momentum. Moving
past these “digital plateaus” will require a conscious effort by these economies to reinvent themselves, bet on a rising
digital technology in which they have leadership, and eliminate impediments to innovation. To keep from falling behind,
Stall Out economies may look to Stand Out economies for lessons in sustaining innovation-led growth. Unlike their
Stand Out peers however, users in Stall Outs hold more optimistic attitudes towards technology and digitalization

writ large and experience greater rates of digital inclusion. Evidence suggests these economies may be trading off

accelerated growth to sustain greater social equity, inclusion, and trusting attitudes.

Break Out economies are lower scoring in their present states of digitalization but are evolving rapidly. The strong
momentum of Break Out economies and their significant headroom for growth would make them highly attractive to
investors. Break Out economies exhibit some of the most optimistic attitudes towards digitalization and technology.
Held back often by relatively weak infrastructure and poor institutional quality, Break Out economies would do well to
foster better institutions that can help nurture and sustain innovation and invest in improving the quality and depth of
access. Break Out economies have the potential to become the Stand Out economies of the future with China, India,

Indonesia, Saudi Arabia, Kenya, and Russia leading the pack.

Watch Out economies face significant challenges with their low state of digitalization and low momentum. With
multiple sources of digital weakness, Watch Out economies hold the most skeptical attitudes toward digitalization

and technology. Still, some of these economies demonstrate remarkable creativity in the face of severe infrastructural
gaps, institutional constraints, and low sophistication of consumer demand. The surest way for these economies to
improve on momentum would be to improve access to the internet for their masses by going beyond merely closing
the mobile internet gap®'—that is, the difference between the number of mobile phones and the number of mobile
phones with internet access—into laying down terrestrial broadband infrastructure and bring more of their citizens into
the digital present. Moreover, for the Watch Out economies that demonstrate engaged online behaviors, the key may

be in determining how to channel this incipient digital consumption activity into digitally enabled economic growth and

gainful employment.
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Successful Stand Out economies have prioritized:
. Deepening digital engagement: ecommerce, payments, entertainment;

*  Attracting, training, and retaining digital talent;

*  Fostering digital entrepreneurial ventures;

*  Providing fast, universal, terrestrial and mobile broadband internet access;

*  Specializing in the export of digital goods, services, or media; and

. Coordinating innovation between universities, businesses, and digital authorities.

Successful Break Out economies have prioritized:
* Improving mobile internet access, affordability, and quality and fostering adoption;

*  Strengthening institutional environments and developing digital authorities;

*  Generating investment in digital enterprises, funding digital R&D, and training digital talent; and

*  Reducing digital inequities.

Potential Actions to take

While economies face different combinations of demographic considerations and other challenges, the Digital

Intelligence Index points to some emerging patterns, implications, and broadly applicable short- and long-term actions

that can be tailored to meet the needs and priorities of the economy in question.
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Watch Out and Break Out economies, particularly those demonstrating emerging or sustained digital demand,
should:

*  Make long-term investments in whole-population access infrastructure and digital education;

*  Work towards creating an institutional environment which supports digital innovation and wide-scale and safe
consumer adoption of digital products and services; and

*  Promote initiatives to broaden digital inclusion across gender, class, geographic, and ethnic divides.

*  Watch Out economies should look to emulate the success of Break Outs in promoting the adoption of mobile
payment platforms.

*  Economies must begin this journey to avoid being left behind; whole population access should be treated as a

priority intervention, without which the multiplier effects created by digital innovations are difficult to realize.

Stand Out economies are already succeeding and recognize they are entering the “after-access” phase—while several
of these economies still need to expand access, they would do well to focus on what this access facilitates and where

barriers, if any, are. To maintain their global leadership positions, Stand Out economies should:

*  Expand digital inclusion, focusing on improving quality access across gender, geographic, and class measures;

*  Continue to promote and pilot digital innovations which challenge conventional wisdom and drive humankind
forward;

*  Prioritize universal and affordable high-speed internet, both fixed and mobile, to prepare for the next generation of

digital innovation.

These innovations, and the institutional environments and ecosystems that foster them, are all exportable and will

become increasingly important sources of political, economic and soft power in the coming decade.

Stall Out economies are highly developed and have mature digital landscapes but have less momentum. This could be

a point of weakness, but they must:

*  Safeguard against digital plateaus by continuing to invest in the institutional environment (a competitive
advantage already);

*  Ensure that access is inclusive and that consumers are protected from the risks of unchecked digital change;

*  Attract, train, and retain professionals with digital skills; and

*  Crucially, to stimulate momentum again, seek to find new technological or digital niches, specialize in them

further, and foster environments friendly to innovation.
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Main Takeaways and
Implications

O1. In the time of a pandemic, digital evolution is a
contributor to economic resilience, while not a
panacea for the negative economic impact of social
distancing universally. Whereas a high state of digital
evolution was certainly a help for most economies, its
potential to cushion the blow was dependent on the
makeup of the economy.

On March 11, 2020, the World Health Organization declared what had already become apparent to government
leaders and health experts: the SARS-CoV-2 outbreak was a global pandemic.’” Countries in Asia had already begun to
lockdown as early as January, and by mid-March localized lockdowns shifted to national lockdowns, quickly becoming
widespread around the globe.** Declines in economic activity were drastic enough to be seen from space.** Even as
lockdowns began to lift, health experts continued to encourage those who were able to work from home to do so, and
major companies like Google and Microsoft announced long-term work-from-home policies.*> As countries shifted
into various versions of “The Dance"*°*—the more modest policy measures to increase social distancing and limit
transmission—and some were soon forced to go back into lockdown, policymakers began to grapple with how to limit

the health and economic damage inflicted by the seemingly never-ending pandemic.

Which economies were most effective in limiting the negative impact, and how did they do so? What role did digital
evolution play in boosting economic resilience? While researchers and academics will be studying these questions for
years to come, and the full economic impact of the pandemic is not yet clear, we can begin an initial exploration into
how digitalization interacted with pandemic response, social distancing, and ultimately the economic resilience across

countries.

We found that while a high state of digital evolution was certainly a help for most economies, its potential to cushion

the blow was dependent on the makeup of the economy.

In the exhibit below, we mapped the Digital Evolution score against the percentage fall in GDP growth from Q2 2020

as compared to the same quarter in 2019, adjusted for inflation (Figure 21). It suggests that digital evolution can

explain at least 20% of the cushioning of economic impact. Several factors help explain this.
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Figure 21
Digital Evolution and Economic Resilience

®South Korea

o
o
©
= Ireland Norway
< Indonesia Lithuania
s
E . Russia Aystratia Finland
3 Vietnam Saudi Arabia Estonia Taiwan
5 Poland Sweden Denmark
Latvia
o Turkey Bulgaria Israel Netherlands Switzerland
o Med RomanE Japan United States
(U] edian Costa Ri Czechia L
P “ osta Rica Germany
enya
5 Brazil Slovakia New Zealand Singapo! e.
Slovenia ingapors
[ Hungary Chile Belgium capada
] Austria
o Thailand Greece
e Colombia - Ukraine
c 2 N
© South Africa Portugal
o Morocco Malaysia
I Italy [ )
o Mexico France
N Argentina
]
© L4 United Kingd
5 Philippines Spain nited Kingdom
$ India
@ Rwanda
Q
o
o
c
o
<
o
E
a @re
Zone Cutoff

Combined change in mobility (transit, residential, and workplace) Digital Evolution State

4460 .755 91

Digital Intelligence Index is a collaborative research initiative of The Fletcher School at Tufts University and Mastercard.

First, it is important to note that the more digitally evolved economies tend to derive a larger share of their GDP from
high-tech and information services sectors; consequently, significant portions of their workforce can shift from offices

to working from home.?” Workers in places like Singapore, Sweden, Switzerland, the United Kingdom, Germany, and

parts of the United States faced a smoother transition to telecommuting than workers in Thailand, India, Mexico, and
Turkey. See the exhibits below for details (Figures 22-23).
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Figure 22
Digital Evolution and Work-From-Home-Ready Workforce
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Figure 23
Economic Resilience and Work-From-Home-Ready Workforce
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Second, digitally evolved economies tend to be better at delivering public services online due to superior infrastructure,
a track record of digital transformation of vast parts of the public sector, and accessible, affordable internet.*® These

capabilities are an asset even in normal times and particularly so in the context of a lockdown.

Among countries in the global south, there are a handful of outliers suggesting that it is not entirely necessary to be
digitally evolved in order to avoid the worst-case economic scenario. Both Indonesia and Vietnam—two economies
scoring relatively low on our digital evolution scorecard, yet high on momentum—avoided the worst outcomes. The
Indonesian government was able to increase government spending by nearly 10%; while on a relative basis it is doing
much better than other countries, it is still facing its worst recession in over two decades.* In Vietnam—the only South
East Asian country on track for growth this year*°—the government was able to keep the virus under control through
extremely quick and aggressive measures.”' Both the government and public have experience in dealing with infectious
diseases and were willing to take preemptive actions such as shutting down borders, closing schools, and investing in
a resource-intensive contact tracing program. The country was also a primary beneficiary of the manufacturing exodus

from China.*?

On the opposite end of the outlier spectrum, why are digitally evolved countries such as the United Kingdom—with

a high contribution of high-tech and information services to GDP and a significant percentage of its labor force who
can work from home, more freedom to stimulate the economy, and adequate public health capacity to navigate a
pandemic*“*—suffering through an economic decline on par with India or Rwanda? Like many countries around the
globe,* the UK's unfortunate economic state matches the deadly impact of the virus: more people died in the UK than

anywhere else in Europe.*

Some of this failure can be attributed to government response. Despite being more digitally ready to lock down, the
UK's nationwide lockdown did not begin until late March, weeks after other European countries (and months after
Vietnam, which kicked off drastic measures in early January, before it had any confirmed cases). The UK remained
locked down through late May, while other countries like Germany were starting their economic recoveries.*® The
services sector as a whole makes up around three quarters of the UK economy.”” The economy is disproportionately
reliant on in-person activities within the service sector, with around 13% of total output based on activities like eating
out, going to the cinema, transportation, or attending live sporting events, as opposed to 10% in the euro area.*® In the
UK, 10.9% of GDP is from travel and tourism.** While this is a clear disadvantage, the UK was one of the most digitally
prepared economies to go into lockdown, but the slow government response and the makeup of the UK economy led to

the economic impact being severe despite its high state of digital advancement.

While being highly digitally evolved cannot save a country from a mismanaged government response, it can offer

clear advantage. Consider South Korea, with policymakers willing to seize on the advantage of a digitally savvy and
well-connected population and with the recent knowledge of a coronavirus scare.”® South Korea is found on the polar
opposite end of the chart below, with a similar level of digital evolution to the UK but a far better economic outcome.
The high level of digital evolution in South Korea interacted with some of the country’s other advantages to offer a level

of resilience missing in most other countries.

In many ways, a high state of digital evolution was a clear advantage. South Korea's contact tracing program is reliant

on fairly new technologies. It utilizes a government-issued tracing app, mandatory to all new arrivals to the country.”’

The country had already begun building a smart city database to track traffic and pollution in cities, using credit
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card transaction data, CCTV footage, and location data. It is now expanding on that database to prevent COVID-19
transmission.”” A major feature of the country’s containment strategy is publishing anonymized patient routes.”® With
one of the highest smartphone penetration rates in the world,>* South Koreans are better positioned to implement this

kind of approach.

South Korea had a clear digital advantage going into this crisis, but it also had a disadvantage: trust in earlier
government responses to epidemics was relatively low.>> With the recent memory of Middle East Respiratory
Syndrome (MERS) in 2015 and the slightly less recent experience of Severe Acute Respiratory Syndrome (SARS),

in the end South Koreans appeared to be more amenable to solutions which trade off a level of privacy for avoiding
large-scale lockdowns and similarly drastic measures. This is notable given that our measures of digital trust place
South Koreans 25th out of 42 countries in their attitudes towards digital systems. Taking the recent lessons of MERS
into account, the government paired its high pandemic surveillance approach with a high degree of transparency. This

highly competent and transparent approach helped in managing the pandemic and its economic impact.

Digitally evolved countries, especially those with a high degree of digital trust, entered the pandemic with some clear
advantages and can be expected to ride out the course of the pandemic. In addition to the benefit of a workforce more
ready to shift online as well as digital platforms at-the-ready designed to help people work, learn, shop, and play online,

the countries of the Digital North also tend to be richer, with more resources to soften the economic blow.

Digital South economies were at a disadvantage, facing a particularly tough choice on the timing, depth, and duration
of lockdowns and social distancing measures. While the digital economies of fast movers in the Digital South, like India
and Rwanda, were not quite evolved enough to be a major source of resilience during lockdowns, they do provide a
light at the end of the tunnel for policymakers navigating their way out of COVID.*® These fast-moving economies tend
to have quite a bit in common: a youthful demographic bulge, a surge in digital uptake, and an increasingly digitally-

savvy and engaged public. Policymakers in the Digital South would do well to harness this enthusiasm and look to

digital as a way to jumpstart economic growth moving into 2021 and beyond.
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02. “More data privacy protections and less data
protectionism” is the mantra for the digitally evolved
economies. Open data flow policies that lower the
barriers for digital business activity, combined with a
strong privacy protections and security environment
to encourage greater digital activity and data
generation, are key to building competitive and
innovative digital economies.

Less data protectionism coupled with stronger data privacy protections will improve competitiveness and innovation.

It has become enough of a cliché to refer to data as “the new oil” that the seemingly simple statement is being hotly
debated.”” While the oil analogy certainly has its limits, the growing value of data is clear. As a first step, policymakers
would do well to measure, monitor, and understand the value of their Gross Data Product, or as we have called it, “the
New GDP."*¢ In order to unlock the full of value of the New GDP, economies must encourage an openness to data flows,
while providing adequate privacy protections for their citizens. Economies in the Digital North (the northern part of

the Digital Evolution grid), such as Singapore, Japan, Canada, and the Netherlands, illustrate this approach well, with
greater openness to data flows and strong privacy protections. Economies in the Digital South (the southern part of the

Digital Evolution grid), such as China, Russia, Turkey, and Saudi Arabia, score poorly on both these measures.

The growing trend of data localization laws raise barriers to data accessibility and are not only a hindrance to
global growth but often diminish the competitiveness of the country in question through raising the costs for digital

businesses, reducing competition, and encouraging rent-seeking behavior among domestic actors.”

Data privacy protections are key to ensuring the availability of data...and the ability to unlock its value. Economies that
nurture positive attitudes and engaged behaviors among their users by providing a secure environment and frictionless

experiences are poised to remain digitally active. More active digital ecosystems generate more data, which, in turn, is

the lifeblood of the competitive digital economies of the future.
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03. Mobile internet access is nhecessary but not sufficient.
Economies in the Digital South would do well to
focus on improving access, affordability, and quality
of mobile internet and not lose sight of the need to
invest in more even broadband access and better
devices to unlock the full potential of digitalization
driven economic growth.

Mobile internet access has been a strong driver of momentum in the global south and is the fastest route to get the
remaining one-third of the global population online. However, mobile internet and the mobile phone are merely the first
step in unlocking the benefits of digitalization. One key lesson the pandemic has offered is how the quality of access—
that is, superior access (such as reliable terrestrial broadband) and better devices (for example, laptops and tablets
are better suited for learning and working)—is a key input to economic resilience in a time of heavy reliance on digital

technologies.

The least digitally advanced economies must allocate their limited resources wisely. Enabling internet access on the
mobile phone provides the highest return on investment. The closing of the mobile internet gap has contributed to the
high momentum demonstrated by economies in the Break Out zone, such as Kenya, India, and Vietnam. China leads
the pack globally on this metric, thanks in no small part to a combination of economic growth, massive investments

in 4G infrastructure, and a competitive mobile handset marketplace shaped by the likes of Xiaomi, Oppo, Huawei,
and Vivo. As such, China is pulling ahead of Western competition in mobile technologies. By outpacing the rest of the
world in mobile payments, ecommerce, and peer-to-peer lending via mobile services, China is expected to lead in the

creation and export of mobile technologies in the years to come.

While mobile is no doubt important, particularly as a route to access for economies in the global south, policymakers
should expand their gaze beyond mobile into an “after access” world in which they recognize quality of connection,
experience, and devices as key to contributing to meaningful, productive economic exchanges. Economies in the Digital
North are in many ways living in an “after access” world, in which, the vast majority of their populations are online, but
the quality of the experience varies. One distinguishing characteristic between Stand Out economies and Stall Outs is
experience: A seamless online experience with low friction across infrastructure, access, and interaction is seen in the

top Stand Out economies, including Singapore, Hong Kong, South Korea, and the United States.

The pandemic highlighted the importance of fast, reliable broadband access through a laptop or desktop computer.
Learning and working online is far easier in this environment than on a smartphone alone. While smartphones work
well for more passive lean-back consumption activities such as scrolling through social media, reading the news, et

cetera, a personal computer on a reliable broadband connection is vital for lean-in activities and most medium- and

high-skilled jobs done online.®®
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04. Economies at all levels must invest in empowering
consumers with the necessary “digital hygiene”
and literacy skills to combat misinformation and
cybersecurity threats. Public-private partnerships
focusing on demand-side solutions will strengthen
trust in and the resilience of the broader digital
ecosystem.

Most discussions around trust in the digital sphere tend to fall back on what institutions and businesses can do to
protect users. It is time to move beyond supply-side interventions and recognize that users have an integral role to
play in fostering a trustworthy and resilient digital ecosystem as well. From maintaining high levels of cyber hygiene to
developing the skills to combat misinformation, policymakers and technologists would do well to invest in nurturing

good digital hygiene and habits among users.

Demand-side solutions are a necessary part of improving cybersecurity. One IBM study estimates that 95 percent of
IT security breaches were due to human error.®’ A report from Kaspersky Lab suggests that approximately 90 percent
of corporate data breaches in the cloud are due to social engineering attacks targeting employees and are not due to
errors on the part of the cloud providers.®? Cyber hygiene and digital literacy should not only be emphasized on the job

but should be a part of the broader education system, with curricular changes to impart digital literacy at an early age.

Bad actors preying on human vulnerabilities are visible throughout the broader digital ecosystem. In the last several
years, we've witnessed attempts to manipulate elections and public opinion and even incite violence. A 2019 report
from the Oxford Internet Institute found that digital propaganda and social media manipulation were present in 70

countries—a 150% increase from the 28 countries just two years prior.*

While platforms and policies are important tools in fighting misinformation, relying solely on a guarantor-led approach
will not be adequate in developing the digital resilience necessary to guard against misinformation. Online media
classes show promise in teaching students of all ages how to spot misinformation and distinguish between fact and
falsehoods.®“%> Investing in a well-educated, digitally literate population will serve as an additional buffer against

attempts by bad actors to play on social divisions for nefarious purposes.

One potential bright spot: Users, to some degree, are aligning their concerns—that is, their attitudes—with their
behavior. We found that economies with more skeptical attitudes (privacy concerns in particular) exhibited higher

levels of digital hygiene.

Indeed, evidence points to links between user attitudes and their use of digital technologies for information gathering
and social interactions: Active social media use correlates with heightened privacy concerns and apprehensions around

technology and job prospects.

Digital literacy will likely look quite different across geographies and demographic groups. The online experience—

and the skills needed—for a retiree in The Villages, Florida will differ from a young digital native in Gangnam District,

Seoul. There isn't a one-size-fits-all solution. Understanding the primary concerns of users and how those differ
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based on geography, age, gender, profession, and other factors will help policymakers, technologists, and educators

tie digital literacy programs back to user concerns and ultimately bolster digital resilience. Empowering citizens with
the necessary digital hygiene and literacy tools necessary to thrive in the after-access world is a significant challenge
requiring collaboration between governments, the private sector, and the third sector. It is a challenge well suited for

creative public-private partnerships and solutions.

We take the liberty of adapting the Peter Parker principle to the digital age: “With great access comes great
responsibility.” Providing the givers (users and consumers) the tools to move towards “intelligent trust”®® will foster a

safer, more secure, and more socially cohesive online experience.

05. The more digitally evolved economies must
consider a tradeoff between maintaining high levels
of momentum—i.e., being at the cutting edge of
innovation driven growth—and investing in strong
institutions to foster inclusive and trustworthy
digital economies. Policymakers must strike the
right balance between fast growth and a strong,
sustainable trust environment.

A strong trust environment, with privacy, security, and accountability measures, is essential to make it to the Digital
North. Once at the top, there may be a tradeoff between fast growth and fostering a strong trust environment,
particularly around issues of privacy and accountability. Many European countries, such as Sweden, the Netherlands,
and Denmark, exhibit signs of a sustainable digital maturity. They demonstrate a combination of a trusting
environment, positive attitudes towards all things digital, and a high digital evolution score, despite a more modest

momentum.

The more optimistic attitudes may be partly explained by greater digital inclusion and a more advanced “after access”

ecosystem, which emphasizes quality of access, user sophistication, and trust.

European economies hold six of the top 10 spots for Digital Inclusion, a component of Demand which measures
digital equity across class, gender, and geography. This achievement is underpinned by inclusive public policies and a

collaboration across the European political and economic community.

Digital inclusion is being used as a tool by the European Union in their “Shaping Europe's Digital Future” strategy,
which outlines a clear plan to benefit all Europeans, businesses, and the environment.®” The plan pledges to invest in
the digital competencies of all Europeans, enabling a vibrant community of innovative and fast-growing start-ups and
SMEs to access, finance, and empower citizens with better control and protection of their data, among 15 other specific

actions. It also aims to become a global role model for the digital economy, support developing economies in going

digital, and develop digital standards and promote them internationally.®®
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Outside of Europe, New Zealand and Canada, both members of the Digital Nations group, are hotspots for digital
inclusion. New Zealand has been devoting significant efforts and resources toward improving the digital user
experience of the disabled.®® While the US beats Canada on most metrics of the digital economy, Canada leads in
digital inclusion. Canada outscores its southern neighbor across all three digital inclusion clusters—gender, geography,

and class—which may explain why Canadians express more optimism towards digitalization than their neighbors.

Once economies reach a higher state of digital evolution and find themselves in the Digital North, there oftenis a
tradeoff between maintaining rapid momentum and fostering a strong trust environment. Policymakers would do well

to strike the most appropriate balance for their country context.

06. A select few digital entrepo6ts are linchpins for
global and regional digital advancement through
establishing a self-reinforcing ecosystem, attracting
global investments and talent, and creating a
demonstration effect for the rest of the world as to
what the future might look like.

We introduced the notion of digital entrepdts in our earlier writings and underlined their embrace of digitalization to
upend traditional sources of competitive advantage and create new ones. These digital entrepots—Singapore, Estonia,
New Zealand, Taiwan, Hong Kong, and the UAE—continue to be among the best positioned to compete by establishing
a self-reinforcing ecosystem of attendant network effects, attracting global investments and talent, and creating a
demonstration effect for the rest of the world as to what the future might look like. These entrepéts are now emerging
as the linchpins for corralling talent and investments into innovation and diffusion of digital innovations in their
respective regions and beyond. Cases in point include Singapore's emergence as the fintech hub for Asia,’” building on
innovations honed in its sophisticated home market, and Estonia’s digital nomad visa program, which builds on its sui

generis and successful e-residency initiative.”' Economies at the periphery of these entrepéts would do well to build

spokes to connect to these hubs as a means to developing and advancing their own digital development.
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Cross-Cutting
Patterns and Insights

Over the period that we have been studying the evolution of the global digital economy and over the three editions
we have produced so far, we know a lot more about the many aspects that govern and shape the digital economy and
digital competitiveness today than we did ever before. More and better-quality data are available today than ever
before. Our methodology has also significantly improved with every successive iteration. That said, there are some
noteworthy constants: Small nations, islands, and entrepdts such as Singapore, Hong Kong, UAE, New Zealand, and
Estonia have consistently been top performers and have demonstrated nimbleness and adaptability to change. They

are truly the leaders and shapers of the best and next practices of the global digital economy.

Another noteworthy pattern is how large, populous economies in the Digital South such as China, India, Indonesia,
Brazil, and Nigeria continue to attract investor interest despite their many institutional and infrastructural gaps. The
combination of innovation emerging from constraints and their sheer size makes them the linchpins of the global digital
economy's overall growth and its future. To the extent that some of these linchpin economies such as China, India, and
Indonesia display high digital momentum and others, such as Brazil and Nigeria, have a lot of catching up to do even as
all of these economies have unrealized evolution potential suggests that there is enormous headroom for digital growth
ahead.

Several midsized nations, including Kenya, Vietnam, Bangladesh, Rwanda, and Argentina, have been using digital
technologies to leapfrog and transform their economies. These leapfrogs make for ideal role models and benchmarks

for other Watch Out economies on how to use the digital economy as a lever to create a step change in their growth

trajectory.
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Regional Patterns
and Insights

In this section, we present an overview of noteworthy patterns and insights at a regional level and a brief discussion of
the underlying phenomena and trends. For the purposes of this analysis, we classified the 90 economies in our Digital
Evolution scorecard into five regions: Asia Pacific; Europe and Central Asia; Latin America and Caribbean; Middle East

and Africa; and North America.

Our Digital Intelligence interactive tool allows for many more comparisons and analyses across economies by key

drivers of evolution, regions, income groups, and digital evolution zones. We encourage and invite our readers to

explore these analyses and visualizations.

Figure 24
Noteworthy Patterns & Insights: Asia Pacific
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The Asia Pacific region is home to both the fastest-moving digital economy (China) and the highest scoring
(Singapore). Most economies in the region perform well on the Innovation and Change driver. The economies of
Singapore, Hong Kong, Taiwan, and South Korea all rank among the highest scoring and fastest growing on Innovation,

which measures an economy'’s dynamism (Figure 24). The following trends are noteworthy:

Access Infrastructure Improvements

*  Universal, fast, and reliable internet is increasingly common across the region: Indonesia, Vietnam, and China now
approach near universal 4G access,’” Singapore’® and Taiwan’* have some of the fastest internet speeds around

the globe, and South Korea is a leader in 5G.””

*  In South Asia, hundreds of millions of new online consumers have been brought online as the result of disruptive
mobile tech ventures like Reliance Jio, who began offering a 4G-enabled smartphone to Indians for just a $21
refundable deposit and data plans starting at $1 per month.”® 1 GB of data in India now costs an average of just
$0.09.”7

Mobile-First Shopping

*  Improvements in smartphone adoption rates make Asia-Pacific one of the most mobile-ready regions in the

world.”®

* Increased digital engagement is seen around the region; e-commerce and mobile payments are expanding rapidly.
In China alone, mobile payments value has skyrocketed from just over $1.3 trillion (9.64 trillion yuan) in 2013 to
$51 (347 trillion yuan) trillion in 2019.

Dynamic Innovation Ecosystems

*  Innovation is a common thread among the most successful economies in the Index. Increasing coordination

between academia, business, and government is seen across the region,’® spurring additional foreign investment.

*  Asof 2018, 620,000 Chinese startups had received assistance from the nation's nearly 12,000 incubators,*° while

Vietnamese authorities have collaborated with Microsoft to develop an all-new STEM curriculum, which had
reached 11,000 students by 2018.%'




Digital Intelligence Index

Figure 25
Noteworthy Patterns & Insights: Europe and Central Asia
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The economies of Europe rank among the most digitally evolved. Europe’s strong Institutional Environment and Supply
Conditions scores secure its place atop the Digital Evolution scale, with the Nordic nations of Finland, Sweden, and
Norway garnering some of the highest marks among both these drivers. Meanwhile, broad improvements in Supply
Conditions have lifted the positions of economies in Central Asia and Eastern Europe such as Bulgaria, Kazakhstan,

Poland, Georgia, Azerbaijan, and Russia (Figure 25). The following phenomena are mention-worthy:

Access Infrastructure Improvements

. Nordic economies like Sweden, Finland, Norway and Denmark have leading broadband infrastructure capacities,
which provide universal,®” high-speed internet at an affordable cost.®* The Netherlands, Norway, Bulgaria,
Switzerland, and Denmark all experience mobile download speeds averaging over 60 Mbps, faster than the Digital

Evolution scorecard's top-scoring economy Singapore.®*

* InEastern Europe and Central Asia, mobile internet access is expanding and improving rapidly. Over 90% of the
population in Poland, Georgia, Romania, and Azerbaijan are now covered by 4G mobile networks, while 4G access
in Ukraine jumped from 2% to 75% just since 2017.%

Equitable, Advanced Digital Societies

*  European economies are among the most digitally inclusive (measure of gender, class, and geographic inclusion),
with six (Norway, Belgium, Switzerland, Austria, Iceland, Poland) of the top 10 scorers on Digital Inclusion based

in Europe.

Smart Digital Policy

*  Forward-thinking policies define the region, with Estonia a leading example through innovative policies like the
E-residency program and Digital Nomad visa initiative. Since the launch of the E-Residency initiative in 2015,

associated businesses have generated over €1 billion in revenues.8

*  European nations—perhaps due to strong performance on inclusion and innovative policymaking—enjoy some of

the most optimistic attitudes around digitalization.
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Figure 26
Noteworthy Patterns & Insights: Latin America and Caribbean
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Economies in the Latin America and Caribbean (LAC) region continue to make strides in reducing digital inequities
and fostering broader technology adoption. As revealed by data from our Digital Trust scorecard, high levels of online
engagement are a bright spot for the region. Moreover, Costa Rica and Argentina have made exceptional strides
towards improving their Institutional Environment, joining the ranks of the region’s historical top performers on
Institutions: Uruguay and Chile (Figure 26). Still, LAC Watch Outs have not kept pace when it comes to investments
in next-generation access infrastructure and into their innovation ecosystems.?’ This is holding these economies back

from realizing the full potential of digitalization. Below is a brief summary of the bright spots in the region:

Digitally Friendly Institutions

*  Ecuador, Mexico, Costa Rica, and Argentina all continue to make progress in optimizing their institutions, while

Chile holds its position as the region’s top scorer in Institutional Environment.

. Costa Rica, the second fastest-moving economy on Institutions, has been at the forefront of future-oriented
digital policymaking, through expanding internet access and experimenting with new initiatives, such as the job-

matching platform Bola de Cristal.®®

A Broadening, Increasingly Inclusive Market

*  While Latin America and the Caribbean as a region face a significant digital inclusion gap, governments are
working at a rapid pace to close it. Peru, Mexico, and Bolivia are bringing more rural citizens online,*” while

Uruguay, Chile, and Colombia are reducing digital disparities among their poorest citizens.”®

*  The proliferation of digital devices and online connections in LAC outpaces much of the world. Among the LAC
economies in the Digital Evolution scorecard, the average share of the population using the internet nearly tripled
between 2008 and 2019 (from 23% to 65%).”

Strong Online Engagement

*  While lagging on overall momentum, LAC showed high levels of digital engagement through the Behavior measure

of the Digital Trust: the users who are online are highly engaged.

*  On average, Brazilians spend close to four hours daily on social media platforms, nearly double the average
American,”” while nearly three times as many Colombians (28.4%) as Britons say “likes” on social media inform

their shopping decisions.”

*  High Demand and engagement reflect an opportunity for policymakers and businesses to seize in the region.
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Figure 27
Noteworthy Patterns & Insights: Middle East & Africa
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In a region with vast and varied geopolitics, demographics, and geography, equally varied strides are being made on
pathways to digitalization. A common emerging thread is robust demand-driven growth with economies such as Israel,
UAE, and Qatar leading the region overall (Figure 27). Further, a surge in mobile payment adoption in Sub-Saharan
Africa has contributed to significant albeit uneven digital growth in this sub-region. Iran, a new addition to our study,
demonstrates impressive momentum comparable to that of its neighbors further to the east: Vietnam and India. The

following regional and sub-regional trends deserve mention:

Developing Digital Authorities

*  The Arabian Peninsula economies—Saudi Arabia, the UAE, Qatar, and Bahrain—have all created digital

authorities® tasked with putting long-term, strategic plans into place to develop their digital economies.”®

*  With relatively high levels of education, young populations, and access to expatriate talent, these countries are

well positioned to carry out their ambitious digital visions.”®

Expanding Mobile Access in SSA

*  The economies of Sub-Saharan Africa are amid a mobile revolution: mobile connections and mobile payments
have surged across the continent. Over 135 million mobile money accounts were opened by Sub-Saharan African
consumers between 2010 and 2018 alone, and the region accounts for more than a third of global mobile

payments.”’

*  Modest improvements in cost and access infrastructure have enabled the expansion of mobile adoption—85%
of the sub-continent’s population is covered by at least a 3G mobile network®®*—but further improvements are

needed to maintain this pace of progress.

Reducing Digital Inequities

*  Middle Eastern and North African economies have made impressive progress in reducing digital inequities,
bringing millions more online and empowering the previously digitally disenfranchised to partake in the digital

economy.

*  Some improvements are being made in reducing geographic and gender disparities, with more women and rural

citizens online than ever before, but large gender-inclusion gaps remain.
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Figure 28
Noteworthy Patterns & Insights: North America
(Canada and the United States of America)
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United States: The United States, #2 overall on digital evolution in our index, exhibits strength in the Innovation and
Supply drivers. The rapid momentum in the US was due primarily to its strong showing in Innovation: scoring the 3rd
highest overall, with the 15th fastest momentum of the 90 economies analyzed. Financing, Talent Availability, R&D, and

Value Creation all contribute to the US's leading score and momentum in Innovation (Figure 28).

Canada: Canada, while a Stall Out, continues to outperform on Institutional Environment and does well on Innovation.

Canada outscores the US on digital inclusion across many dimensions: gender, geography, race, and class.

Dynamic Digital Ecosystems
. Both American and Canadian universities continue to produce breakthrough technologies and top talent.””

*  Atech-obsessed venture capital ecosystem has proved decisive in driving American innovation.'®® The US leads

the world in tech investment in this edition of Digital Evolution.

Moving Towards Affordable, Accessible, and Inclusive Internet

*  Canada outperforms the US on all three measures of digital inclusion—one potential reason why Canadians show

more optimistic attitudes around digitalization.

*  Both countries have provided relatively affordable internet access'®" with expansive fixed and mobile broadband
infrastructure.”® However, due to geographic size of both countries, there is still much room for improvement,

particularly in more rural areas.

Sophisticated Digital Consumers

*  Consumers in both countries are more likely than those in other most Western economies to use digital

payments,'°* shop online,'°* use social media,'° and stream digital content.”®

*  Highly device affluent in both countries, with high rates of smartphone, laptop, and tablet ownership.'”’
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Methodology

The Digital Intelligence Index (DII) uses a total of 160 indicators in the Digital Evolution scorecard to measure the state
and quality of digitalization in an economy. It uses 198 indicators in the Digital Trust scorecard to measure the level

of digital trust in 42 economies. Both the Digital Evolution and Digital Trust scorecards are structured at four levels:
indicators, clusters, components, and drivers. Indicators are data points that answer a specific question. Clusters
consist of aggregated groupings of normalized, standardized, and weighted indicators for the purposes of analysis

and comparison; they combine and capture information from several indicators to illuminate a particular aspect that
impacts digitalization as defined above. Combinations of clusters roll up to form components. Components are built to

provide a comprehensive understanding of factors, which in turn shape and define index drivers.

The central hypothesis of the Digital Evolution scorecard is that digitalization of an economy is governed by four
drivers of equal importance: Supply Conditions, Demand Conditions, Institutional Environment, and Innovation and
Change. Our model, therefore, accords equal weights to all four drivers. In the Digital Trust scorecard, four factors
are considered: Environment, Experience, Behavior, and Attitudes. Unlike the Digital Evolution scorecard, these are

considered separately and not aggregated into a total Digital Trust score.
For both scorecards, indicator, cluster, and component weights are determined according to three factors:

*  Data quality: Indicators that required more estimations, owing to patchy coverage across countries or years or

both, were weighted lower than those with fewer estimations.

*  The strength of the data collection methods: Since we only use secondary data, we studied the data gathering
processes deployed by the sources of said data. We assigned greater weights to indicators that had more robust

processes of data collection. Similarly, we assigned greater weights to observational data over survey data.

*  Centrality: The importance of the indicator within its parent cluster/component/driver. Foundational measures, on
which many other measures are dependent, were weighted more highly than those that had fewer multiplicative

effects.

After indicators have been aggregated up into clusters, components, drivers, and ultimately final scores, final scores

are rescaled to fit a O to 100 range.
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Digital Evolution Momentum

Momentum scores are generated using the compound annual growth rate formula (CAGR). The CAGR method, by
smoothing out changes in the growth rates over the years, allows us to describe the rate at which the index score is
changing for a particular economy over time. We like this method because it is a well-tested and robust approach that
stakeholders in business and public policy can easily understand and utilize. After calculating index growth rates for
each economy, we rescale economy CAGRs on a similar O to 100 scale as final scores. Momentum scores, like the final

index scores, are relative.

Estimation of Missing Data Points

Given the index’s reliance on secondary data to build the Digital Evolution and Digital Trust scorecards, estimations
were required to compensate for missing and incomplete data. We created a logic and a systematic process for

estimating missing data points:

1. Where any observations exist for a given economy and indicator, DIl relies first on Stineman interpolation to fill
in missingness between observed datapoints. Next, NOCB (next observation carried backward) and LOCF (last

observation carried forward) treatments are applied to fill in missingness outside observed data range.

2. Where no observations exist for a given economy and indicator, DIl relies on recursive rounds of targeted
mean imputation to fill in missing values, whereby missing values are estimated as the average of the sample
observations of the most characteristically similar economies for the same year as the missing datapoint.

Estimated data points are then given similar interpolation, NOCB, and LOCF treatments.

Quality Assurance

Throughout the imputation, weighting, standardizing, and aggregation processes, we adopted several quality assurance
measures to ensure the validity and robustness of the index. By deploying different statistical tools throughout the
process, including data cleaning, variance analysis, regression analysis, and simulations, we stress-tested the index

scores at multiple levels to produce the most comprehensive and robust numbers possible.

Any economy'’s scores that jumped out as outliers in the index in the QA process were rigorously checked to make sure

that the data in that economy are accurate and robust. This mitigates the chances of systematic errors in the process.
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Economy Selection Criteria

While we would have liked for our study to cover every economy in the world, the two greatest limiting factors are data
availability and data quality. Despite the constraints, we have been successful in expanding our economy coverage

on the Digital Evolution scorecard by 30 economies over our previous edition—from 60 to 90. This group of 90
economies represents a wide range between developed and emerging economies and together represent over 90% of

the global population. In our Digital Trust model, we covered 42 economies.

Our selection methodology for both the Digital Evolution and the Digital Trust models was guided by three factors
weighted equally: size of economy, size of population, and data availability. We aimed to include only economies where
observed values would account for no less than 50% of total indicator data, limiting estimations and ensuring the most

accurate possible picture of global digital evolution.

The unfortunate reality is that data availability and quality are the lowest among countries where the need for digital
inclusion is the highest. Many economies, especially in Africa and in parts of Asia and Latin America, suffer from
significant data gaps across drivers, making comparisons difficult. The added complexity that the digital economies

of “mobile first” countries are evolving differently from each other and from those of developed economies poses a
great challenge for making any intelligent estimations of missing data. By contrast, we found that it is much easier to
add countries with stronger economies, despite their smaller sizes of population, given their better data quality and
availability. Further, estimating missing data for these countries is less onerous given an element of comparability with

their peers.

Limitations and Future Endeavors

As with any indexing exercise, we have made a range of assumptions and simplifications in the creation of these
models. We have sought to build models that are wide ranging and comprehensive. However, we would like to add the
caveats that their use should be guided with the understanding that models inherently simplify what they measure,
they are dependent on the quality and accuracy of the data that are fed into them, and the assumptions we built into
them are subject to biases and errors despite our best efforts. Despite our numerous stages of quality assurance,

human error may have crept in. We invite anyone who spots an error to kindly contact us directly.

In our eighth year of studying the phenomenon of digitalization around the world, our greatest limitations have been
the availability and quality of data. Despite these limitations, we have made every effort to be broad and inclusive

in our data capture and to evolve our methodology in a manner that is respectful of and relevant to the evolutionary
phenomenon we are trying to measure. We recognize in all humility, however, that there are many facets to and

outcomes of digitalization writ large that we are yet to record and many more that the world is yet to discover. We

hope to capture at least some of them, as better data become available, in our next edition.
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The Drivers of Digital Evolution

The Digital Evolution scorecard analyzes the underlying drivers that govern an economy’s digitalization: Supply
Conditions, Demand Conditions, Institutional Environment, and Innovation and Change. To gain a comprehensive view
of digital readiness and competitiveness of countries, we further divided these drivers into 13 components measured

using a total of 160 indicators.

Digitalization is the outcome of the complex interplay of the four drivers and related factors often taking place in
different combinations in different countries. No single trend or data related to consumer demand, government actions
and policies, investments, innovation, or infrastructure can offer a measure or a complete picture of the myriad ways
the internet and digital platforms are integrating into the lives of billions around the world. Insights into the drivers of
digitalization help us move beyond a static snapshot and appreciate the systemic nature of forces at play. Such insights
help us understand why some countries are experiencing greater momentum than others. They also outline the
contributions that specific actors in the private and public space can make to unclog bottlenecks and to get innovation
moving. Finding these key leverage points could propagate changes through the entire system. This systemic approach
also helps explain why change may be slower than expected: The interlocking nature of these indicators could keep the

status quo frozen until certain essential barriers are overcome.

Supply Conditions: How developed is the infrastructure to facilitate digital interactions and transactions? This driver
measures the quality and readiness of digital and physical infrastructure such as bandwidth availability and quality of

roads. Developing countries with fledgling infrastructure comprise the low end of the scores on the Supply driver.

Demand Conditions: Are consumers willing and able to engage in the digital ecosystem? The indicators underpinning

Demand Conditions help address additional questions, such as:
* Do consumers have the means and instruments necessary to plug into the digital economy?
* Do consumers have the willingness and continued interest to remain actively engaged in the digital economy?

While high demand is always a welcome sign, low demand scores can be interpreted as an indication of untapped
market potential that investors and businesses can take advantage of in an enabling institutional environment;
stagnant demand over time, particularly in advanced markets, can be a sign of market saturation pointing to a need for

innovation that can help restart the engines of demand.

Institutional Environment: In addition to directly investing in infrastructure and establishing laws and regulations,
government actions and policies play an essential role in either supporting or hindering the business engine that
creates and distributes digital technologies. At the same time, governments are key to determining the climate for
investment and innovation in digital technologies and their applications. By providing a stable environment that
encourages investment and protects consumers, governments create enabling conditions or even the technologies
themselves that foster digitalization. The indicators underpinning the Institutional Environment driver also help address

questions, such as: Are governments taking deliberate steps towards advancing and adopting digitalization? Do they

have policies and regulations in place to foster digital ecosystems?
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Innovation and Change: Innovation is the key to finding new solutions to global, national, and local challenges.
Innovation and the resulting change push the boundaries of the digital ecosystem and what it can do; it is in equal
parts the most impactful and challenging driver to jumpstart. By breaking down the systems of innovation into inputs,
such as availability of talent and capital; processes, such as university and industry collaboration in R&D; and outputs,
such as new digital products and services created, we measure the vitality of innovation in a country and identify
opportunities for improvement. The indicators associated with this driver focus on the core issue: What is the extent of

innovation taking place in the country’s digital economy?

The Drivers of Digital Trust

The Digital Trust scorecard analyzes the underlying drivers that govern an economy'’s digital trust: Environment,
Experience, Behavior, and Attitudes. To gain a comprehensive view of digital trust, we further divided these drivers into

14 components measured using a total of 198 indicators.

Environment: \What are the mechanisms to build trust in the digital environment? How are guarantors of trust
performing in ensuring a safe and secure online ecosystem? The Environment score includes three key components:

accountability, privacy, and security.

Experience: Experience measures the quality of user experience in the digital trust environment. Experience looks at

three major sources of friction: infrastructural, access, and interaction.

Behavior: How do users (givers of trust) react and interact with the digital environment and experience? We measure
behavior through examining consumer use of technology, social media, e-commerce, and mobile payments. In addition,
we look at media consumption patterns, payment sophistication, and tolerance for friction in the online experience.

Through these various metrics, we can determine a level of engagement with the digitalizing world.

Attitudes: How are citizens (givers of trust) feeling about their experiences with digitalization? We examine survey

data around trust in science and technology, concerns over new technologies and job prospects, sentiments around

privacy, and trust in technology companies and leaders.
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Glossary

Ability to Adopt: The extent to which people have the skills needed to engage online. A cluster under the component

State of the Human Condition, under the driver Demand.

Ability to Demand: The extent to which people have the wherewithal to engage in consumption. A cluster under the

component State of the Human Condition, under the driver Demand.

Access Affordability: The affordability of mobile devices and data plans. A cluster under the component Access

Infrastructure, under the driver Supply.

Access Availability: The extent to which there is telecommunications infrastructure access. A cluster under the

component Access Infrastructure, under the driver Supply.

Access Infrastructure: The extent and quality of telecommunications infrastructure needed to get connected. A

component under the driver Supply.

Access to Financial Institutions: The extent to which people can access traditional financial institutions. A cluster

under the component Transaction Infrastructure, under the driver Supply.

Accountability: A component under the driver of Environment. The extent to which institutions are capable, credible,

and have the capacity to serve citizens.

Attitudes: One of the four drivers of Trust. The sentiments and confidence in guarantors expressed by givers of trust

(users).

Behavior: One of the four drivers of Trust. The level of engagement among internet users in any given economy.
Measured through use of technology, use of social media, use of e-commerce and mobile payments, tolerance of

friction, payment sophistication, and digital media consumption.

Bureaucracy: The extent to which there exists government bureaucracy that may inhibit businesses and individuals
from operating. A cluster under the component Institutions and the Business Environment, under the driver

Institutional Environment.

Business Practices: The extent to which businesses actively engage in using innovative practices. A cluster under the

component Process, under the driver Innovation and Change.

Class Digital Divide: The extent to which inequities in digital account ownership, online engagement, and digital
payment uptake differs among the poorest 40% of the population as compared to the richest 60%. A cluster of Digital

Inclusion, a component under Demand.

Cluster: A group of indicators answering a key question about digital evolution. Clusters form components, which form

drivers.

Communications Infrastructure: The quality and state of physical and digital internet infrastructure. A cluster measure

under the component Access Infrastructure, under the driver Supply.
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Component: Groups of clusters answering a key question about digital evolution. Clusters form drivers.

Confidence in Guarantors: The trust users hold in institutions, businesses, and policymakers to protect online privacy,

harness technology to create jobs, and advocate for consumers.

Consumer Spending: The extent to which people are actively participating in the wider retail economy, both online and

offline. A cluster under the component State of the Human Condition, under the driver Demand.

Demand: Answers the question of whether consumers are willing to and able to transact in the digital environment.

One of the four main drivers of digital evolution.

Device Affluence: The extent to which people have and are using new technologies. A component under the driver

Demand.

Device Affluence: The extent to which people or households have digital devices, including laptops, desktop PCs,

tablets, mobile phones, and/or smartphones. A cluster under the component Digital Uptake, under the driver Demand.

Device and Broadband Uptake: The extent to which people and households are connected to the internet and own

digital devices. A cluster measure under the component Digital Uptake, under the driver Demand.

Digital Inclusion: The extent to which inequities in digital account ownership, online engagement, and digital payment

uptake exists across gender, class, and geography. A component under Demand.

Digital Payment Uptake: The extent to which people have access to, and use, digital payment technologies, such as

cards, or payments via mobile phone. A component under the driver Demand.

Digitalization: A process where every-day human interactions and transactions—with the government, businesses,
and fellow humans—and consumption of goods, services, information, and ideas are primarily conducted through the

use of the internet and internet-based technologies and services.

Digitization: The process of converting a good or a product (example: money, music, photographs) from its physical

form to digital form.

Driver: A main factor in Digital Evolution and Digital Trust. In the Digital Evolution scorecard, there are four drivers:
Supply, Demand, Institutional Environment, and Innovation and Change. Together, these encompass the main factors
behind and resulting from digital evolution. The Digital Trust scorecard is composed of four drivers: Attitudes, Behavior,

Experience, and Environment.

Effectiveness of Institutions: How effective institutions are at delivering services, and maintaining security, and
upholding the rule of law. A cluster under the component Institutional Effectiveness and Trust, under the driver

Institutional Environment.

Electricity: The quality and availability of the electricity supply for businesses and consumers. A cluster under Access

Infrastructure, under the driver Supply.

Electronic Payments: Measures the proliferation of physical support infrastructure for digital payments, including

ATMs and POS terminals. A cluster under the component Transaction Infrastructure, under the driver Supply.
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Environment: One of the four drivers of Trust. The security, privacy, and accountability measures fostered by
the guarantors of trust (institutions and businesses). The digital trust environment is the context in which trust

interactions occur. Like Experience, it is shaped by institutions and businesses, which act as the guarantors of trust.

Experience: One of the four drivers of Trust. The reliability and speed of user encounters and transactions, measured

through interaction, infrastructural, and access friction.

Financial Inclusion: The extent to which people have access to, and are actively part of, formal financial institutions. A

cluster under the component Digital Payment Uptake, under the driver Demand.

Financing: The extent to which money is available for new ventures, particularly those which focus on technology. A

cluster under the component Input, under the driver Innovation and Change.

Fixed Broadband Uptake: The extent to which businesses and consumers have wired broadband connections at home

and at the workplace. A cluster of the component Device and Broadband Uptake, under the driver Demand.

Friction: Anything that hinders the seamless completion of transactions or interactions online. This can range from
slow loading speeds, unnecessary pages, or password re-entry. Online experience will never be frictionless, and some

forms of friction are necessary for security: it's all about finding the right balance.

Fulfillment Infrastructure: The extent to which consumers and businesses can reliably and affordably order and

deliver goods. A component under the driver Supply.

Gender Digital Divide: The gap between men and women's internet usage. Historically, men are more likely to get
online than women. Particularly in emerging economies, women are less likely to go online and less likely to engage

extensively online. A cluster under the component Digital Inclusion, under the driver Demand.

Government Digital Uptake: The extent to which governments use technology. A cluster under Institutions and the

Digital Ecosystem, under the driver Institutional Environment.

Government Facilitation of ICT: The extent to which governments prioritize technology and telecommunications
and implement policy around it. A cluster under Institutions and the Digital Ecosystem, under the driver Institutional

Environment.

ICT Regulatory Environment: The extent to which institutions facilitate telecom competition, set and enforce clear
technology best practices and regulations, and ensure equal access. A cluster under Institutions and the Digital

Ecosystem, under the driver Institutional Environment.

Indicator: The base level of measure in the Digital Evolution scorecard. Measures a specific aspect related to the
digital world, examples including the percentage of people in a country with a smartphone, or R&D investment as a

percentage of GDP. Groups of indicators form clusters.

Innovation and Change: Answers the question of to what extent new ideas and ventures are being created and

adopted in digital commerce. One of the four main drivers of digital evolution.

Inputs: Inputs encompass elements needed to drive innovation and change, such as creating the right talent pool,

having sufficient investment, and the creation of new ventures. A component under the driver Innovation and Change.

Institutional Effectiveness and Trust: The extent to which institutions create an environment which enables trust. A

component under the driver Institutional Environment (in the DEI).
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Institutional Environment: Answers the question as to whether government policies and regulations are facilitating

the creation of digital ecosystems. One of the four main drivers of digital evolution.

Institutions and The Business Environment: The extent to which institutions enable business through appropriate
legal protections, as well as minimizing unnecessary bureaucracy. A component under the driver Institutional

Environment.

Institutions and The Digital Ecosystem: The extent to which institutions enable the use of, and themselves use, digital

technologies. A component under the driver Institutional Environment.

Internet Speed: Upload and download speeds for mobile and fixed broadband. A cluster under the component Access

Infrastructure, under the driver Supply.

Legal Environment for Businesses: The extent to which institutions enable business through the rule of law, anti-
corruption efforts, and appropriate legal protections. A cluster under the component Institutions and the Business

Environment, under the driver Institutional Environment.

Legal Protections: The extent to which there are there legal protections for consumers in the event of a digital security

incident. A cluster under the component Privacy, under the driver Environment (in Digital Trust).

Mobile Broadband Uptake: The extent to which people connect via mobile internet, in particular through mobile

broadband technologies such as 3G and 4G. A cluster under the component Digital Uptake, under the driver Demand.

Mobile Internet Gap: The mobile internet gap is the difference between the number of mobile broadband internet
subscriptions and the number of mobile cellular subscriptions. In the most developed digital economies, those who
have a mobile cellular plan have a mobile broadband data plan to go with it. In such a case, there is no gap. But even in
some developed economies and emerging economies, not every mobile cellular subscription may have a corresponding
mobile broadband subscription. For example, one may have a smartphone but because of cost or preference might

not have mobile broadband data access on that phone. Similarly, one may have access to mobile internet data but

be unable to get a device that can use it. Any number of reasons can exist for this gap: however, there is a marked

difference in how this gap is closing across emerging economies.

Momentum: The rate at which a country's digital environment is changing over time. The DEI uses a compound annual

growth metric based on an averaged base year of 2008/2009.

Outputs: The extent to which new ideas, products, and systems are created, adopted, and exported. A component

under the driver Innovation and Change.

Postal Delivery: The availability of postal services, including at-home mail delivery. A cluster of Fulfillment

Infrastructure, under the driver Supply.

Privacy: The extent to which there are protections for user privacy and anonymity. Privacy is the ability to control how
much any other person or entity can see your actions or statements, whether or not those actions or statements are
connected to a user’s identity. Anonymity is the protection of individual identity, although actions may still be visible to

others. Privacy is a component under Environment.

Processes: The extent to which there are systems in place which can facilitate the development of innovative ideas and

practices. A component under the driver Innovation and Change.
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Research and Development: The extent to which governments, businesses, and universities engage in research and

development. A cluster under the component Process, under the driver Innovation and Change.

Rural Digital Divide: The extent to which inequities in digital account ownership, online engagement, and digital
payment uptake differs between rural and urban consumers. A cluster of Digital Inclusion, a component under

Demand.

Security: The extent to which users are affected by fraud or have recourse mechanisms in case something goes wrong
and for which institutions and businesses are developing new mechanisms to meet emerging threats. Forms part of the

driver Environment, along with Privacy and Accountability.
Sentiments: The level of generalized social trust and trust in science and technology in any given economy.

Startup Capacity: The extent to which there are bureaucratic hurdles in creating a new start-up. A cluster under the

component Input, under the driver Innovation and Change.

State of the Human Condition: The extent to which people have the means, skills, and willingness to engage online. A

component under the Demand driver.

Supply: Answers the question of how developed digital and business infrastructure is. One of the four main drivers of

digital evolution.

Talent Availability: The extent to which the right talent pool is being developed, attracted, and retained. A cluster

under the component Input, under the driver Innovation and Change.

Traditional Transport: The quality of air transport, port, rail, and road infrastructure operations and logistic

performance. A cluster under the component Fulfillment Infrastructure, under the driver Supply.

Transaction Infrastructure: The extent and quality of financial transaction means within a country. A component

under Supply.

Transparency: The extent to which governments and institutions allow people and companies to express themselves
freely and provide enough visibility of internal operations to limit corruption. A cluster under the component

Institutional Effectiveness and Trust, under the driver Institutional Environment.

Use of Digital Money: The extent to which people use electronic payments, including card payments, to make

transactions. A cluster under component Digital Payment Uptake, under the driver of Demand.

Use of Mobile Digital Money: The extent to which people use mobile electronic payments, including mobile wallets, to

make transactions. A cluster under component Digital Payment Uptake, under the driver of Demand.

Value Capture: The extent to which innovative technologies are producing value across global digital markets. A

cluster under the component Output, under the driver Innovation and Change.

Value Creation: The extent to which innovative technologies are being developed domestically. A cluster under the

component Output, under the driver Innovation and Change.
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About

Digital Planet

Digital Planet is an interdisciplinary research initiative, of Fletcher's Institute for Business in the Global Context,
dedicated to understanding the impact of digital innovation on the world and providing actionable insights for

policymakers, businesses, investors, and innovators.

Institute for Business in the Global Context

The Institute for Business in the Global Context (IBGC) connects the world of business to the world. It is the hub

for international business at The Fletcher School. The Institute takes an interdisciplinary approach, preparing global
leaders who can cross borders of many kinds and integrate business skills with an understanding of the geopolitical,
legal, financial, security, macroeconomic, humanitarian, and environmental impacts on business. The Institute is
organized around four core activity areas: education, research, dialogue and a lab. The Master of International Business
degree and leadership development programs are at the heart of the education mission. These offerings, coupled with
original research in multiple areas — inclusive growth, digitalization, innovation and economic development at scale,
sovereign wealth and global capital flows, among others — facilitate a vibrant dialogue on contemporary global issues
through conferences, symposia and speaker events. The lab creates opportunities for student teams to take knowledge
into the “field” to effect change through entrepreneurial startups and consulting projects. The Institute also houses

the Council on Emerging Market Enterprises, a think tank comprising distinguished practitioner-scholar experts, who
collaborate with the Institute and The Fletcher School on a variety of initiatives, such as research programs, symposia,

and conferences.

The Fletcher School

The Fletcher School at Tufts University is the oldest exclusively graduate school of international affairs in the US,
working to solve the world's most pressing problems through a collaborative, cross-disciplinary approach to research
and education. Since 1933, The Fletcher School has prepared the world's leaders to become innovative problem-solvers
in government, business, and non-governmental organizations with strategic cross-sector networks. Through our
ongoing commitment and rigorous approach to advancing world knowledge through research and scholarship, The

Fletcher School continues to inform and build bridges to meaningful global solutions.

Media Contacts

Kenneth Craig
kcraig@greenough.biz
+1917 972 0474



mailto:kcraig@greenough.biz
tel:+19179720474

Tufts

UNIVERSITY

Institute for Business in the Global Context
The Fletcher School at Tufts University
160 Packard Avenue, Cabot 404

Medford, MA 02155 USA

The graduate school
at Tufts University


https://www.tufts.edu/
https://fletcher.tufts.edu/

